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Chairman Grassley, Ranking Member Feinstein, Members of the Committee, thank you
for the opportunity to appear before you today, and thank you for highlighting the threat from
Chinese espionage.

It is impossible to overstate the differences between the American and Chinese systems.
China is an authoritarian, one-party state where the Chinese Communist Party reigns supreme.
At the Chinese Communist Party’s direction, the Chinese government dominates every facet of
Chinese life, through actions such as central economic planning, internet and media censorship,
and leveraging intrusive technologies.

The Chinese government is attempting to acquire or steal, not only the plans and
intentions of the United States government, but also the ideas and innovations of the very people
that make our economy so incredibly successful. The Chinese government understands a core
lesson of the Cold War between the United States and the Soviet Union: economic strength is the
foundation of national power. The competition between the United States and China will be
greatly influenced, if not ultimately decided, on the strength of our economies.

The Chinese government means to compete with us in every way possible, playing by the
rules at times, bending them at others, and breaking them when necessary to ensure their success.
They also aim to rewrite the rules to shape the world in their image, and they have already made
progress on this front. The rules they write seek to guarantee the dominance of their businesses
and root Chinese national power in the very fabric of an international system.

From my vantage point, it appears we are at the early stages of a hyper-competitive
world. This is not simply a competition between businesses and industries but also between
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governments and the ways in which they govern their societies. Make no mistake: the Chinese
government is proposing itself as an alternative model for the world, one without a democratic
system of government, and it is seeking to undermine the free and open rules-based order we
helped establish following World War 1. Our businesses and our government must adapt in
order to compete and thrive in this world.

Business in a Hyper-competitive World

Many American businesses are just now starting to understand the new environment in
which they are operating. The continued proliferation of cyber hacking tools and human
intelligence capabilities means that this environment will only become more hostile and more
treacherous for our companies. Our businesses face competitors in the form of foreign
enterprises assisted or directed by extremely capable intelligence and security services. These
capabilities are used to target not just intellectual property, but any proprietary information that
could give Chinese or other countries businesses a crucial edge in the market. As a result,
American companies are increasingly having to compete against businesses that are their mirror
images, built on stolen ideas, information and innovations, but operating more nimbly and
cheaply, not weighed down by the honest expense of developing intellectual property.

Part of this new environment is that some foreign governments, especially the Chinese
government, selectively and unfairly create and enforce laws and regulations to disadvantage our
businesses. The Chinese government is not satisfied to “stack the deck” for its businesses solely
in their domestic market. They are also cultivating other countries’ economic dependence, partly
to gain geopolitical influence and partly to ensure the success and dominance of Chinese
businesses in overseas markets.

Because the Chinese government creates an uneven playing field, and because this is
done partly to facilitate the transfer of technology to China, our companies face what appears to
be a very grim choice: participate and compete in the Chinese market and put vital corporate
assets at grave risk, or neglect China and risk the loss of the second largest market in the world.
But this is a false choice for three reasons.

First, a lack of participation in the Chinese market will not spare a company from the
risks the Chinese government and its companies pose. While the risks may be more acute for
companies with business in China, all companies, even those solely operating in the United
States, are at risk.

Second, while U.S. companies may be able to operate and profit in China for a time, it is
on borrowed time. The Chinese government will permit foreign companies to operate only so
long as it is advantageous to China. Is the U.S. company making a product that China needs but
cannot yet produce domestically, such as sophisticated agricultural machinery? If so, the U.S.
company will be allowed to operate, but only until China learns enough about the business that
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they can replace it with a domestic version. Is the U.S. company using sophisticated intellectual
property or a unique business model? Then such companies may also be allowed to operate, as
long as they divulge the required technology, data, or expertise to a Chinese entity.
Alternatively, a company may be allowed to operate simply to give China a better opportunity to
understand how to copy the business and outcompete it globally. From the viewpoint of the
Chinese government, many of the foreign companies doing business in China represent a
temporary failure of the domestic market to meet demand. The government believes that if
something can be made in China, then it should be made in China.

Third, the bulk of the competition between U.S. companies and Chinese companies is not
in the Chinese or American market. It is everywhere else in the world. American businesses
will need a strategy to compete with China’s national champions globally. Such a strategy will
likely require new and innovative corporate business models that are tailored to withstand the
challenges of various business “ecosystems” in the world. For example, U.S. companies must
carefully construct their internal enterprise IT infrastructures so that vital data, communications,
and intellectual property are protected, even in jurisdictions without strong rule of law and even
if local regulations are coercively designed to collect data. They must carefully consider where
to manufacture their products, as this may expose them to risks that cannot be mitigated.
Ultimately, they may need to compete in the Chinese market, if only to maintain a window on
the ecosystem that will be creating their global competitors.

Government in a Hyper-competitive World

It is unclear what it means for governments to compete in the 21% Century. Will it be a
second Cold War where we once again count missiles and warheads aimed at each other? Or,
will it be United States, Inc. versus China, Inc.? Based on our experience so far, it seems far
more likely that competition in the commercial realm will play a decisive role.

Let me describe what | believe is coming. There will be competition between companies
and industries as outlined above, but we will also compete with China at a more basic level. Our
governments and economic systems will compete. They will compete for people, for resources,
for ideas and, ultimately, they will compete throughout the world to be the governmental and
economic system of choice: the one picked by other nations to organize their societies. This will
be a competition of economics, but also of ideals and values, to determine which system better
utilizes the talents and resources of the people, for the good of the people.

The United States must ensure that we are both developing our domestic talent and
attracting foreign talent from around the globe as we always have. Our nation will compete for
this talent with other nations just as companies now compete for unique and exceptional
employees. The Chinese government is already far ahead of us in creating direct financial
incentives to draw gifted scientists and researchers to relocate and do work in their country. At
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the same time, the Chinese government has created comprehensive programs to identify,
develop, and retain their most talented citizens. These talent recruitment and “brain gain”
programs (as some in China call them) also encourage theft of intellectual property from U.S.
institutions. For example, China’s talent recruitment plans, such as the Thousand Talents
Program, offer competitive salaries, state-of-the-art research facilities, and honorific titles, luring
both Chinese overseas talent and foreign experts alike to bring their knowledge and experience to
China, even if that means stealing proprietary information or violating export controls to do so.

To be clear, there are distinct advantages to our decentralized approach, including the
flexibility and agility to respond quickly to problems, as well as the openness of our system and
strength of its governing institutions. The independence and historical dominance of the U.S.
private sector has helped us attract global talent for decades. Alternatively, if we do not also
develop a holistic national response and recognize the importance of sharpening our country’s
competitive advantages, we will not continue to attract or keep the people we need.

This competition between the American and Chinese systems will manifest not only
directly, but indirectly as other countries choose with whom to align themselves and how best to
develop their societies. Countries throughout the world are being affected by unprecedented
transformations in their societies and economies brought on by rapid technological change. They
are searching for the correct model by which to organize their societies in order to survive these
changes and even benefit from them.

To many, our system of openness and transparency appears to be under attack. We are
being exploited by China, so we are right to shore up our defenses against this. However, we
must also make certain that, as we address the loopholes and vulnerabilities within our system,
we do not simultaneously undermine the open, free, and fair principles that have made it thrive.
Our efforts must inspire other nations to preserve similar systems. We must persuade them to
choose freedom, reciprocity, and the rule of law. What hangs in the balance is not just the future
of the United States, but the future of the world.

Chairman Grassley, Ranking Member Feinstein, and Members of the Committee. Thank
you again for this opportunity to discuss the concerns the Federal Bureau of Investigation is
seeing with the China threat. We are grateful for the support each of you, and this Committee,
continue to provide to the Federal Bureau of Investigation. | look forward to answering any
questions you may have on this topic.



