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4 | WATCHING THE WATCHDOGS

Introduction

In 2024, the European Union enters a new era in the fight to
protect journalists and press freedom from illegal spyware
abuse. After months of debate and tense final negotiations,
EU institutions reached a historic agreement on the Euro-
pean Media Freedom Act (EMFA) in December 2023. Among
multiple new rules, the provisional deal includes strengthe-
ned safeguards for journalists and their sources from coer-
cive surveillance, including spyware, under Article 4. These
new rules outline that surveillance measures can only be
permitted on a case-by-case basis “by an overriding reason
of public interest”, subject to prior authorization by a judicial
authority. Explicit references to exemptions under national
security grounds were removed, prompting EU leaders to
hail the deal as a major step forward in the protection of jour-
nalists from unwarranted surveillance.

While the EMFA overall has been welcomed as a timely
boost for safeguarding media pluralism and independent
journalism, the impact the Article 4 provisions will have
on limiting surveillance of the press remains in doubt and
certainly falls short of initial expectations. After a spate of
major surveillance scandals involving journalists in the EU
in recent years, hopes were high that the EMFA would put

an end to the abuse of advanced surveillance tools such as
Pegasus or Predator to monitor journalists’ communica-
tions. Yet uneasiness persists over whether the EMFA's
provisions will be strong enough or whether the remaining
loopholes can still be exploited by bad actors.

This report first reviews the last-minute negotiations over
Article 4 of the EMFA, the compromise that was struck, and
the loopholes that may remain. It then provides two case
studies from EU member states in which highly intrusive
spyware tools have been abused to surveil journalists in re-
cent years: Greece and Hungary. These case studies tell the
story of two surveillance scandals involving the monitoring
of journalists and show how national security exemptions
were used in both to circumvent legal restrictions, block ac-
countability, and shield those responsible from scrutiny. The
case studies offer worrying examples of why the compro-
mise reached by EU institutions for the EMFA risks being too
weak to properly protect journalists from surveillance. The
report then reviews other cases of surveillance of journa-
lists in EU member states before offering conclusions and
recommendations for how Europe’s journalists can best be
protected from all forms of illegal surveillance.


https://www.europarl.europa.eu/news/en/press-room/20231207IPR15742/deal-on-the-eu-media-freedom-act
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A new era: green light for European Media

Freedom Act (EMFA)

On December 15, 2023, a historic deal was struck on the
passing of the European Media Freedom Act (EMFA). The
provisional agreement reached between the European
Council and the European Parliament would create a com-
mon framework for media services in the EU’s internal mar-
ket for the first time and establish rules to safeguard media
freedom, media pluralism, and editorial independence in the
EU. The provisional agreement — which is expected to be
formally adopted in the spring of 2024 — sets out the obliga-
tion for member states to introduce requirements for media
to provide transparency over ownership and funding, esta-
blishes strong safeguards for the independence of public
service media, and provides for a European Board for Media
Services to oversee issues of media pluralism and editorial
independence. The approval of the Act was cautiously wel-
comed by media freedom groups in Europe as a landmark
in the effort to safeguard media freedom and independent
journalism across the bloc.

The last-minute negotiations centred on the strength of safe-
guards that should be required to protect journalists from in-
trusive surveillance. For months, national governments had
debated the wording of Article 4, which sought to protect
media from coercive measures to monitor and identify their
sources, including through spyware surveillance. The initial
proposal presented by the European Commission in Septem-
ber 2022 included a ban on the use of all types of spyware
to hack into the devices of media, journalists, and their fami-
lies, with exceptions under ten serious categories of crimes.
These included offences such as terrorism, crimes against
humanity, and the dissemination of child pornography.

Opposition to this element grew within some member
states, represented in the EU Council, whose final negotia-
ting position expanded this list to 32 crimes punishable by
at least three years' imprisonment, which included offences
such as trafficking in cars or hormonal substances. Most
controversially, the Council introduced Article 4.4 stating
that the aforementioned safeguards on surveillance of jour-
nalists would apply “without prejudice to the responsibility of
Member States to safeguard national security.”

This text was met with strong criticism by press freedom
groups who feared this would provide a blanket exemption
for Member States to surveil journalists without restriction
by citing national security. In November they reiterated their
call that protection of sources must align with human-rights
standards. and that references to national security must be
removed.

Meanwhile the Parliament’s negotiating position had set up
far higher safeguards including that surveillance and the use
of spyware can only be used in a case of overriding public
interest, would be decided on a case-by-case basis, require

prior authorization from an independent judge, and that any
surveillance could not cover a journalist’s sources or profes-
sional activities.

After final negotiations, the EU Commission announced on
December 15 that a deal had been reached which included
“improved protection of journalistic sources, including against
the use of spyware”. The national security article had been
replaced by a clause stating that “the Member States’ respon-
sibilities as laid down ... in the EU Treaties ... are respected”.

Guarantees were also reached that any surveillance of jour-
nalists, their sources, or their families, would require prior
authorization from a judicial authority with an overriding
reason of public interest. When surveillance does occur,
those targeted will have the right to be informed and benefit
from judicial protections. Intrusive surveillance of journalists
would be justified only in investigations for offences invol-
ving crimes punishable by a custodial sentence of at least
three years in the respective member state.

After the compromise was announced, the vice-president
of the European Commission for Values and Transparen-
cy, Véra Jourova, welcomed the agreement, stressing that
the EMFA “makes sure that journalists are protected in their
work, also against intrusive spyware and that public media
does not become a propaganda tool of one party.”

Concerns, however, persist over the effectiveness the provi-
sions within Article 4 will have in protecting journalists and
their sources from surveillance. In the text of the provisional
agreement, the number of alleged crimes which security and
intelligence authorities can use to break into the private com-
munications of journalists remains broad, and despite the
compromise on language, national security justification can
be used in certain occasions under the existing EU treaties.

In EU member states with weak rule of law or compromised
judicial authorities and courts, judges may continue to appro-
ve requests for surveillance of journalists on national security
grounds even if they appear unfounded. And as the case stu-
dies on Greece and Hungary in this report show, securing ac-
countability for unwarranted surveillance or use of spyware
against journalists has been extremely difficult if not impossi-
ble, underscoring the limits of domestic remedies.

Overall, Article 4 sets minimum levels of safeguards for the
surveillance of journalists that did not previously exist under
EU law. These fall short of the standards set out in the case
law of the European Court of Human Rights, but do provi-
de a new legal mechanism to protect journalists and their
sources. Moreover, EU member states remain legally obli-
ged to follow the ECtHR case law through membership of
the Council of Europe.


https://www.politico.eu/article/eu-negotiators-reach-agreement-on-media-law-to-curb-spying-on-reporters/
https://www.consilium.europa.eu/en/press/press-releases/2023/12/15/council-and-parliament-strike-deal-on-new-rules-to-safeguard-media-freedom-media-pluralism-and-editorial-independence-in-the-eu/
https://europeanjournalists.org/blog/2023/12/15/efj-welcomes-agreement-on-european-media-freedom-act/
https://europeanjournalists.org/blog/2023/12/15/efj-welcomes-agreement-on-european-media-freedom-act/
https://rsf.org/en/emfa-we-have-won-major-victory-right-information-europe
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_5504
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_5504
https://rsf.org/en/surveillance-journalists-broad-national-security-grounds-would-poison-emfa-within
https://ipi.media/eu-protection-of-journalists-sources-in-emfa-must-align-with-human-rights-standards/
https://ec.europa.eu/commission/presscorner/detail/en/ip_23_6635
https://ec.europa.eu/commission/presscorner/detail/en/ip_23_6635
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While member states will be able to adopt stricter or more
detailed rules on surveillance of journalists than those set
out in Article 4, the bloc’s worst offenders will still be able to
exploit the loopholes to continue to abuse spyware against
journalists. In this light, the inability of EU institutions to
agree on a stronger ban on the use of spyware surveillance of
journalists was a missed opportunity and risks the continu-
ation of state-sponsored surveillance of journalists.

The following sections provide two case studies from EU
member states in which highly intrusive spyware tools have
been abused to surveil journalists: Greece and Hungary. In

both states, national security exemptions have been used to
circumvent legal limitations, block accountability, and shield
the intelligence agencies and governments responsible from
scrutiny. Both case studies also illustrate how existing rules
meant to protect journalists from unjustified surveillance
were bypassed using national security justifications, with-
out proper oversight. Ultimately, the stories of surveillance
in Greece and Hungary offer worrying examples of why the
compromise reached by EU institutions for the EMFA risks
being too weak to properly protect journalists from surveil-
lance, with serious implications for media freedom and the
rule of law in the European Union.



PREDATORGATE: THE CASE OF GREECE

Predatorgate: The case of Greece

By Konstantina Maltepioti and Thodoris Chondrogiannos, journalists at Greek investigative media

Reporters United

Part I: The story so far

The two-fold Greek surveillance scandal, dubbed Preda-
torGate, started in January 2022 with revelations by inde-
pendent investigative media outlets regarding the wiretap-
ping for reasons of national security by the Greek National
Security Agency (EYP) and the illegal use of Predator spy-
ware against targets in Greece.

The EYP wiretapping of citizens under the pretext of national
security had already been reported on November 14, 2021
after leaked internal documents showed the surveillance of
journalists, lawyers, and people involved in refugee issues.
Journalist Stavros Malichudis discovered through those do-
cuments that he had been monitored while covering the ill-
treatment of a 12-year-old Syrian child in the Greek islands.

In January 2022, the Greek government controversially
amended Law 2225/1994, denying individuals the right to
know whether or not they have been the subject of surveil-
lance for reasons of national security by EYP, which was
brought under the direct supervision of Prime Minister Ky-
riakos Mitsotakis in July 8, 2019. On January 7, 2022, it was
revealed that Greece appeared as a possible client of the
Predator spyware in two separate reports by CitizenLab and
Meta (Facebook).

On April 11, 2022, it was revealed that the phone of financial
journalist Thanasis Koukakis was infected with the Predator
spyware between July 12 and September 24, 2021. A few
days later, it was further revealed that between June 1 and
August 12, 2020, Koukakis's phone was wiretapped by EYP
on national security grounds. Initially, EYP had requested
the extension of his surveillance until October 1, 2020, but
abruptly terminated it on the day Koukakis filed a request to
the Greek Authority for Communication Security and Privacy
(ADAE) to know whether he was wiretapped.

On April 18, 2022, a government spokesperson, Yiannis Oi-
konomou, denied any connection between the government
and Predator and attributed Koukakis's surveillance to priva-
te individuals. The spokesperson announced that the Natio-
nal Transparency Authority (EAD), which was established by
the present government to combat corruption without speci-
fic competence for investigating surveillance and was led at
the time by a former associate of Prime Minister Mitsotakis,
would investigate the matter, despite the fact that compe-
tent for this investigation were two constitutionally estab-
lished independent authorities (Authority for Communication
Security and Privacy and Data Protection Authority).

EAD, not constitutionally established, later concluded that
the security authorities had committed nothing wrong. How-
ever, the authority failed to examine the bank accounts of
companies directly or indirectly linked to the case, some of
which appear to have been linked to the security services.
The conclusions of EAD would be later called into question
by media revelations of massive surveillance cases by EYP
and Predator, as well as the independent investigations of
ADAE and DPA, which confirmed the illegal use of Predator
against targets in Greeks and surveillance of EYP against
politicians and high-ranking officers of the Greek Armed For-
ces.

On May 19, 2022, a report by Google's Threat Analysis
Group, revealed that Predator has been used against targets
in Greece with the most likely customers being government-
sponsored entities.

Predator’s presence in Greece prompted the Data Protection
Authority (DPA) to start its own investigation. In July 2023
the DPA said it had identified at least 92 Greek phone num-
bers targeted by Predator spyware. According to constitutio-
nal law experts such as Evangelos Venizelos, who is also a
former minister for the socialist party PASOK, and Xenofon
Contiades, such targeting (both by EYP and Predator), which
included surveillance attempts against members of the
government, opposition politicians, journalists and business-
people, is illegal under Greek law.

On July 26, 2022, opposition leader and MEP Nikos Androu-
lakis reported to the Greek authorities an attempted Pre-
dator attack on his phone, revealed by the digital security
service of the European Parliament. On August 5, after an
inspection by ADAE to Androulakis's communications provi-
der, it was revealed that he had been surveilled by EYP. The
surveillance started in September 2021 and lasted for three
months. A year later, on July 26, 2023, Androulakis stated in
a parliamentary meeting that, according to the APD findings,
he had also been targeted with Predator spyware by EYP on
three occasions in 2021 on September 16 and 21 and Octo-
ber 20, while he was running for president of PASOK.

Media revelations about Androulakis's surveillance and
connections between figures in the Greek government and
Predator led to two key resignations in August 2022: ,the
head of EYP, Panagiotis Kontoleon, and the secretary general
and nephew of the prime minister, Grigoris Dimitriadis, who
was politically responsible for EYP. Prime Minister Kyriakos
Mitsotakis said he was unaware of Androulakis’s surveillance
by EYP and that it was “legal” but “politically unacceptable”.


https://www.reportersunited.gr/7359/parakoloythiseis-eyp-siopi-o-vasilias-akoyei/
https://insidestory.gr/article/neo-logismiko-kataskopeias-predator-kai-oi-doyleies-stin-ellada?token=nDTMqopzGX
https://insidestory.gr/article/neo-logismiko-kataskopeias-predator-kai-oi-doyleies-stin-ellada?token=nDTMqopzGX
https://www.reportersunited.gr/6976/eimai-o-dimosiografos-poy-parakoloythei-i-eyp/
https://www.hellenicparliament.gr/UserFiles/bbb19498-1ec8-431f-82e6-023bb91713a9/11609081.pdf
https://www.kodiko.gr/nomologia/download_fek?f=fek/2019/a/fek_a_119_2019.pdf&t=ac55abfb852e5d54cd5042392c7ee49d
https://citizenlab.ca/2021/12/pegasus-vs-predator-dissidents-doubly-infected-iphone-reveals-cytrox-mercenary-spyware/
https://www.efsyn.gr/themata/thema-tis-efsyn/319063_polites-se-kathestos-parakoloythisis-apo-tin-eyp
https://insidestory.gr/article/who-was-tracking-mobile-phone-journalist-thanasis-koukakis?token=Us9skXyVb7
http://www.adae.gr/en/adae/presentation/
https://www.reportersunited.gr/8646/eyp-koukakis/
http://www.adae.gr/en/adae/presentation/
https://www.reportersunited.gr/8730/sygkalypsi-2-pos-i-kyvernisi-mitsotaki-prospathei-xana-na-kleisei-tin-ypothesi-koykaki/
https://www.hellenicparliament.gr/Vouli-ton-Ellinon/To-Politevma/Syntagma/article-19/
https://www.hellenicparliament.gr/Vouli-ton-Ellinon/To-Politevma/Syntagma/article-19/
https://www.hellenicparliament.gr/Vouli-ton-Ellinon/To-Politevma/Syntagma/article-9a/
https://insidestory.gr/article/apo-koykaki-androylaki-nea-tropi-ypothesi-predator?check_logged_in=1
https://archive.ph/Q6acC
https://www.dpa.gr/en/hdpa/profile
https://www.dpa.gr/el/enimerwtiko/deltia/energeies-tis-arhis-se-shesi-me-drastiriotites-egkatastasis-kai-hrisis
https://www.facebook.com/evenizelos/posts/pfbid02qcegcNXXZVqYuZ7yHzLfHxHdwxUHszMtVZYLUb8F6TpcZ72bej42dSRGrkcARq5gl
https://www.constitutionalism.gr/oi-parakolouthiseis-kai-i-katastratigisi-tou-sintagmatos/
https://www.syntagmawatch.gr/trending-issues/synenteyxi-x-kontiadi-gia-thn-ypothesi-twn-parakolouthisewn/
https://insidestory.gr/article/predatorgate-ti-egrafan-ta-sms-pagida-poy-elavan-epiheirimaties-ypoyrgoi-kai-dimosiografoi?token=TjUyGSWHHz
https://www.facebook.com/evenizelos/posts/pfbid02qcegcNXXZVqYuZ7yHzLfHxHdwxUHszMtVZYLUb8F6TpcZ72bej42dSRGrkcARq5gl
https://www.euractiv.com/section/politics/news/eu-commission-alarmed-by-new-spyware-case-against-greek-socialist-leader/
https://govwatch.gr/en/finds/apopeira-parakoloythisis-toy-nikoy-androylaki-me-to-paranomo-logismiko-ypoklopon-predator/
https://govwatch.gr/en/finds/parakoloythisi-toy-nikoy-androylaki-apo-tin-eyp/
https://www.hellenicparliament.gr/Vouli-ton-Ellinon/ToKtirio/Fotografiko-Archeio/#be9f5f55-0098-41d9-89dd-b04c00b33510
https://www.hellenicparliament.gr/Vouli-ton-Ellinon/ToKtirio/Fotografiko-Archeio/#be9f5f55-0098-41d9-89dd-b04c00b33510
https://www.reportersunited.gr/9529/mesotoichia-to-maximoy-me-to-predator/
https://www.capital.gr/story/3651612
https://www.youtube.com/watch?v=ivFkoZVAWz8
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In November 2022, the newspaper Documento published
three lists of persons either targeted or surveilled by Preda-
tor, including Meta's former cybersecurity policy manager
Artemis Seaford, who is a U.S. citizen, and Euractiv journa-
list Spyros Sideris. The New York Times later revealed that
Seaford was wiretapped by EYP from August 2021 and se-
veral months into 2022, and according to CitizenLab, her
phone was infected with Predator for at least two months
from September 2021.

The Predator lists contained journalists Antonis Delatolas,
publisher of newspaper To Pontiki; the TV presenters Eva
Antonopoulou and Maria Sarafoglou, Nana Palaitsaki and
Menios Fourthiotis; CEO of TV Channel Star Panos Kyria-
kopoylos; and newspaper directors Alexis Papachelas of
Kathimerini, Yiannis Kourtakis of Parapolitika, Stefanos
Chios of Makeleio, and Petros Kousoulos of Mpam. The list
alsoincluded people at state positions, suchasAntonis Sama-
ras (former Prime Minister), Michalis Chrysochoidis (Minis-
ter of Citizen Protection), Nikos Dendias (Minister of Foreign
Affairs), Adonis Georgiadis (Minister of Development and
Investment), Vassilis Kikilias (former Minister of Health), and
Olga Kefalogianni (former Minister of Tourism).

On December 16, 2022, Euractiv revealed that MEP Giorgos
Kyrtsos and journalist Tasos Teloglou had also been surveil-
led by EYP. Further reports in October and November 2022
revealed that journalists Tasos Telloglou and Eliza Trianta-
fyllou of Inside Story, Thodoris Chondrogiannos and Nikolas
Leontopoulos of Reporters United, as well as the freelance
journalist Thanasis Koukakis were surveilled by the security
services with a system of antennas tracking their position
and the position of their sources. It was also revealed that
they were monitored by police who followed them physically
while investigating the Predatorgate scandal.

In December 2022, ADAE announced the formation of a
special team investigating potential wiretaps by EYP. On
6 May 2023 it was revealed that the Greek Ministry of
Foreign Affairs had granted two licences to Intellexa, the
company selling Predator, for the export of spyware equip-
ment to Madagascar and Sudan. The latter was conducted
with the involvement of Krikel, the Greek state’s frequent sup-
plier of communications and surveillance equipment and its
shareholder Yiannis Lavranos, Dimitriadis’s best man’.

In October, the cross-border investigation Predator Files, co-
ordinated by the European Investigative Collaborations net-
work, reported that Nexa, a company based in France and
with ties to Intellexa, had stored surveillance equipment in
Greece. A former employee of Cytrox, the North Macedonia-
based company that developed Predator, told the investiga-
tion that there was a training centre for agents in the use of
Predator in Athens.

On November 3, the Predator Files revealed that Grigoris
Dimitriadis's mobile phone number had been used to send

1 Dimitradis became the godfather to Lavranos’s second child on May 28, 2022

messages with a link infected with illegal Predator spyware
to 11 targets in Greece. At the time the messages were sent,
Dimitriadis was serving in the prime minister’s office and
oversaw the EYP. Dimitriadis has denied any wrongdoing
and any involvement in the case.

Part ll: Legal remedies

Some of the aforementioned surveillance victims have
taken judicial action. The similarities of these reported
cases have resulted in the formation of a joint case file of 12
incidents which is under investigation.

In February 2022, journalist Stavros Malichudis and his col-
leagues at Solomon filed a lawsuit before Greece’s Supreme
Court for violation of their constitutional rights. In April 2022
the Prosecutors’ Office of Athens opened a preliminary in-
vestigation into Koukakis's surveillance by both Predator
and by EYP. Later that year, Thanasis Koukakis filed a law-
suit challenging his surveillance with Predator and another
against Intellexa's directors Felix Bitzios, Tal Dilian, and Sara
Hamou. The case file also contained the lawsuit before the
Supreme Court of Nikos Androulakis for the attempted tar-
geting of his phone with Predator in July 2022.

Two more cases have joined the same case file: the findings
of the Financial Crime Prosecutor’s investigation and a file
from the Prosecutors’ Office of the Supreme Court contai-
ning publications on the surveillance of ministers, politici-
ans, journalists and businessmen by Predator.

Journalist Spyros Sideris has also taken legal action after
his name appeared in Documeto’s list, while both Koukakis
and Androulakis filed complaints to the European Court of
Human Rights in 2022. All these cases are pending.

Part lll: Lack of accountability

According to Greek law, the competent authority for the
protection of privacy from possible illegal surveillance is
the independent Authority for Communication Security and
Privacy (ADAE), established by the Constitution. However,
according to reports, the Greek government has attempted
to stifle its efforts to shed light on the Predatorgate scandal.

On 10 March 2021, ADAE, having confirmed the surveillan-
ce of Thanasis Koukakis after a check with the journalist’s
telecommunications provider, submitted an official request
to the prosecutor of EYP, Vasiliki Vlachou. With this request,
ADAE wanted to confirm that the conditions of the law were
fulfilled in order for it to inform Koukakis about his surveillan-
ce by EYP. The two conditions for such official notification
were firstly, that the surveillance had been terminated and,
secondly, that the purpose for which the surveillance was car-
ried out (national security) was not compromised. However,


https://www.topontiki.gr/2022/11/05/predator-ola-ta-onomata-tis-listas-tou-documento/
https://www.topontiki.gr/2022/11/26/predator-nea-lista-me-onomata-apo-to-documento/
https://facebook.com/photo.php?fbid=10159465878595658&set=a.171726210657&type=3&ref=embed_post&_rdc=1&_rdr
https://www.nytimes.com/2023/03/20/world/europe/greece-spyware-hacking-meta.html
https://www.euractiv.com/section/politics/news/exclusive-another-mep-and-journalist-the-latest-victims-of-greek-watergate/
https://gr.boell.org/el/2022/10/24/se-synthikes-apolytis-monaxias
https://gr.boell.org/el/2022/10/24/se-synthikes-apolytis-monaxias
https://www.kathimerini.gr/politics/562145197/parakoloythiseis-oi-mayres-trypes-tis-el-as/
https://diavgeia.gov.gr/doc/%CE%A8%CE%A9%CE%91%CE%91%CE%99%CE%941-%CE%93%CE%98%CE%9E?inline=true
https://insidestory.gr/article/greek-ministry-foreign-affairs-secret-investigation-reveals-predator-spyware-export-licenses
https://insidestory.gr/article/greek-ministry-foreign-affairs-secret-investigation-reveals-predator-spyware-export-licenses
https://insidestory.gr/article/greek-ministry-foreign-affairs-secret-investigation-reveals-predator-spyware-export-licenses
https://www.reportersunited.gr/10012/lavranos/
https://eic.network/projects/predator-files.html
https://www.reportersunited.gr/11674/predator-files/
https://www.reportersunited.gr/11739/predator-files-2-greece/
https://www.reportersunited.gr/11872/predator-files-dimitriadis/
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later that month the Greek government changed the law (Law
2225/1994) to prohibit ADAE — under any condition — from
informing affected citizens about surveillance of them for rea-
sons of national security. Given the timing, it has been widely
assumed in Greece that the amendment was passed to keep
information about Koukakis's surveillance quiet.

Right after the amendment, three active members of ADAE,
including president Christos Rammos (a former chief judge
at the country’s highest administrative court) and lawyer
Aikaterini Papanikolaou, argued in an op-ed that the new
provision may be in breach of the Greek Constitution, the
European Convention on Human Rights, and the Charter of
Fundamental Rights of the European Union. In April 2022,
the Greek government bypassed the two competent authori-
ties for the protection of privacy and data (ADAE and DPA) to
publicly entrust the investigation on Koukakis's surveillance
to the EAD, which was then headed by Angelos Binis, a for-
mer associate of Prime Minister Mitsotakis. The EAD was
established in 2019 by the present government to prevent
and combat acts of corruption, but has no competence to
investigate issues of surveillance.

Dead-end parliamentary inquiry

In August 2022, Androulakis requested the formation of a
parliamentary inquiry committee to investigate his wiretap-
ping by EYP. During a hearing on September 20, 2022, the
president of ADAE revealed that EYP’s surveillance files of
Androulakis and Koukakis were destroyed by order of the
former director of EYP, Panagiotis Kontoleon. The destruc-
tion of evidence took place on July 29, 2022, the day Androu-
lakis filed a complaint about his surveillance to the Prosecu-
tor’'s Office of the Supreme Court. Rammos, the president of
the ADAE, also highlighted that the prosecutor of EYP and
its new head “refused to cooperate” in ADAE'’s investigation.

The hearings of the inquiry committee were conducted bet-
ween September 7, 2022 and October 13, 2022, with the go-
vernment majority refusing to call witnesses directly related
to the case, including Prime Minister Kyriakos Mitsotakis
and his nephew Grigoris Dimitriadis, as well as Intellexa’s Tal
Dilian, Sara Hamou, and Felix Bitzios, Krikel's Yiannis Lavra-
nos, prosecutor of EYP Vasiliki Vlachou, as well as surveilled
journalists.

Kontoleon and Dimitriadis were summoned in August 2022
in a parliamentary hearing by the Institutions and Transpa-
rency Committee, the body of the Greek parliament overse-
eing EYP. According to reports, both of them invoked confi-
dentiality and avoided answering questions on Androulakis’
surveillance.

PREDATORGATE: THE CASE OF GREECE

Pressure on ADAE

The story took another twist when, in August 2022, the
Supreme Court Prosecutor Isidoros Doyakos (appointed by
the Greek government) announced a judicial investigation
into several journalists and their sources for possible leak
of classified information (on 15th April 2022 Reporters Uni-
ted had published classified information proving Thanasis
Koukakis as surveilled by EYP). In October 2023, in the con-
text of this judicial investigation, the Greek judiciary sum-
moned two members of ADAE as suspects for the offence
of leaking sensitive state secrets to the journalist Thanasis
Koukakis, despite the fact that Koukakis himself had disclo-
sed that he became aware of his surveillance by EYP when
notified by the journalists of the investigative media outlet
Reporters United, which broke the story that the journalist
was under surveillance by EYP. This move has been cri-
ticized as an attempt to intimidate the members of ADAE
because they are investigating the case within the bounds
of the competences of the independent authority. On
February 20, 2024, the Athens Prosecutor’s Office closed
the case against the members of ADAE, as there was “no
indication of any criminal act” and, according to the com-
petent prosecutor, Thanasis Koukakis was informed of his
surveillance by EYP through the journalistic investigation of
Reporters United.

In January 2023, Doyakos issued a legal opinion which
asserted that ADAE, under Law 5002/2022 passed in De-
cember 2022, does not have the institutional competence
to manage requests from citizens who ask to be informed if
they have been surveilled by the state security services, nor
can they address telephone providers over this issue. Doya-
kos issued this opinion following checks made by ADAE
with telecommunications providers which revealed that the
National Intelligence Service was monitoring six senior of-
ficials including serving ministers and senior armed forces
personnel.

However, 15 legal experts expressed their opposition to the
Supreme Court Prosecutor’s opinion, underscoring that the
supervisory power of the independent authority is confer-
red on it directly by the Constitution (Article 19(2)) and its
scope cannot be limited in any way by the legislature. ADAE,
therefore, according to these legal experts, has not only the
ability but also the constitutional obligation to ensure that
state agencies are not abusing their power.

The government also attacked the president of ADAE, Chris-
tos Rammos. On December 17 2022, the Minister of State,
George Gerapetritis issued a broadside against ADAE after
it revealed the surveillance of Kyrtsos and Telloglou by EYP
through their telecommunications provider. In November
2023, Prime Minister Mitsotakis accused Rammos of having
an“agenda”. In January 2023, the government spokesperson
publicly accused him of “activism” for the sake of “sensa-
tionalism”. The same month, Development Minister Adonis
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Georgiadis said that “Rammos has touched the boundaries
of treason”. Rammos denounced Prime Minister Mitsotakis’s
verbal attack launched against him. “These are not the right
conditions for the head of an independent authority in a Eu-
ropean country to carry out his duties”, he said.

In September 2023, some members of ADAE were quickly
replaced by the Conference of Presidents of the Parliament
(a parliamentary body controlled by the government), af-
ter which ADAE did not impose a planned fine on the EYP.
The government said that the term of office of some ADAE
members had expired (according to Greek law, until they are
replaced, members retain their position even after their term
of office has expired). However, it is widely speculated in
Greece that the replacement was an attempt to avoid having
ADAE fine the EYP, which is under the direct competence of
the Prime Minister. The fine, amounting to 100,000 euros,
was to be imposed because the EYP destroyed evidence
from the files it kept on the surveillance of journalist Thana-
sis Koukakis and the leader of the opposition party PASOK,
Nikos Androulakis. The destruction of this evidence created
difficulties in clarifying details of the surveillance scandal for
both ADAE and other state and judicial authorities.

After these events, MEP Sophie in 't Veld, rapporteur of
the EU’s Committee of Inquiry to investigate the use of the
Pegasus and equivalent surveillance spyware (PEGA), sent
a_letter to the European Commissioner for Justice Didier
Reynders stating that, “Events this week seem to confirm
the concerns over political interference and possible obst-
ruction of the inquiry”. Opposition parties PASOK and Syriza
lodged an objection to the authority’s composition change
for being in violation of the constitutionally required majority
of 3/5 of the Parliament members. On October 23, the Pro-
secutor of the Supreme Court, Georgia Adilini, ordered the
transfer of the Predatorgate judicial investigation from the
first-instance prosecutor’s office to the Supreme Court, at
a time when the first-instance prosecutor was investigating
connections and common surveillance targets between the
EYP and the illegal Predator spyware. This judicial decision
was met with criticism, as it's expected to bring about yet
more delays in the investigation.

The result of all of these developments is that, so far, nobody
has been summoned by the Greek judicial authorities or has
been prosecuted for the use of the Predator spyware. Inste-
ad, ironically, the only criminal prosecution that has emerged
from the scandal is against the members of ADAE, while jour-
nalists investigating the surveillance are facing civil lawsuits
and SLAPPs. The upshot is that there is currently a complete
lack of accountability for one of the most serious attacks on
press freedom in Greece in recent years. The “Greek Water-
gate” is a worrying example of how state authorities and go-
vernment entities tasked with unearthing illegal surveillance
of journalists have played a part in keeping such information
hidden. The implications of this scandal and the impunity with
which it was conducted risk long-lasting negative effect on
the freedom of the press and Greek democracy.

Concerns around the compatibility of new legis-
lation on the privacy of communications with the
Constitution and the ECHR

In December 2022 the government passed the surveillance
reform bill seen as an effort to address the scandal. Howe-
ver, according to experts, the law has resulted in mainly cos-
metic changes.

Concretely, on December 9, 2022, the Greek government pas-
sed Law No. 5002/2022, introducing changes to the proce-
dure for surveillance with the stated aim of more effectively
protecting privacy, imposing a stricter criminal penalty for the
use of prohibited Predator-type spyware, and reforming EYP
to better fulfill its mission of protecting national security.

However, legal bodies and experts have expressed serious
concerns about the compatibility of the new regulations with
both the Greek Constitution and privacy protections contai-
ned in international treaties such as the ECHR and the EU
Charter of Fundamental Rights.

ADAE highlighted several concerns. Firstly, it expressed con-
cern that surveillance would still be carried out based on an
order from the prosecutor of the intelligence services, i.e.
the prosecutor who operates organically within EYP. This,
according to ADAE, results in the prosecutor’s being integra-
ted into the culture and mentality of the intelligence services,
creating questions around the office’s independence.

ADAE suggested that the power to issue surveillance orders
should be entrusted to a three-member judicial council (and
not necessarily prosecutors) and cease to be exercised by
a single prosecutorial body. ADAE also pointed out that the
new framework still does not demand the inclusion of im-
portant information (such as the reasons for the surveillance
and the name of the citizen being surveilled) in the prose-
cutor's order. This is problematic, since, as the independent
authority notes, the justification of all decisions of state bo-
dies, in particular those which are unfavourable to the per-
sons concerned, is an inherent element of the principles of
the rule of law and of the constitution of a liberal parliamen-
tary democracy.

Elisavet Simeonidou-Kastanidou, a professor of criminal law
at Aristotle University of Thessaloniki, referred to the same
issue in detail, noting that within 24 hours after receiving a
request for surveillance, the prosecutor “must issue an order
accepting or rejecting the request. As in the previous law,
it is not stated that the order must be reasoned.” She com-
mented: “[S]uch a burdensome state act cannot be unjusti-
fled. The provision must in any event describe the elements
which show that the lifting of confidentiality is justified and
in accordance with the principle of proportionality.”
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According to ADAE, another problematic provision of the new
law is that the government, for the first time in 18 years, remo-
ved from the independent authority the power to inform the
affected citizens about the lifting of the confidentiality of their
communications for reasons of national security. As already
mentioned, in March 2021 the Greek government changed
the law to prohibit ADAE under any condition from informing
affected citizens about surveillance of them for reasons of
national security. The compatibility of this legislation with the
Constitution and the ECHR has also been guestioned.

The new legislation provides that the competence of infor-
ming citizens about the lifting of their privacy for national
security reasons is no longer assigned to ADAE, but to a
three-member body consisting of the chief of EYP, the pro-
secutor of EYP and the president of ADAE.

Here, ADAE notes that under Article 19(2) of the Constitution,
the final guarantor of the legality of the whole procedure is
ADAE. Moreover, according to the case law of the European
Court of Human Rights, the relevant legislation should pro-
vide that subjects of surveillance should have a right to be
informed — even under specific conditions, e.g. after the end
of the surveillance and provided that the purpose for which
the surveillance was ordered is no longer at stake — by an
independent authority with guarantees of independence. In
this case, the three-member body foreseen by the law lacks
the necessary guarantees of independence.

In_its note to the Parliament on the Law. 5002/2022, the
National Commission for Human Rights (NCHR) stated that,
“the proposed regulations introduce critical changes that are
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in sharp contrast to human rights and implicitly confirm the
findings of the latest annual report of the European Union’s
Fundamental Rights Agency (FRA) which notes that ‘effective
safeguards to ensure that data and technology are used in
a manner that complies with human rights are still lacking.”

Finally, a mission by international media freedom groups in
September 2023 also expressed concern about the surveil-
lance reform bill and called for new legislation to:

- Oblige competent prosecutors to provide a justifica-
tion for any surveillance undertaking in the interests of
national security that can allow for proper scrutiny of its
legality and proportionality

- Set up independent and effective judicial oversight

- Allow for effective access to information by persons
targeted with surveillance by removing the arbitrary
three-year time limit and reinstating the sole responsibi-
lity of the Hellenic Authority for Communication Security
and Privacy (ADAE),

- And establish specific safeguards for journalists

The mission further called on the Greek courts to provide
justice to the victims of the spyware scandal in a swift,
independent and transparent manner, using the evidence
provided by the journalists’ investigations and treating the
specific cases as a felony and not just a misdemeanor which
expires after five years.

1


https://www.constitutionalism.gr/2021-04-07-rammos-gritzalis-papanikolaou-aporrito-epikinonion/
https://www.nchr.gr/ta-nea-mas/1523-simeioma-tis-eeda-epi-tou-sxediou-nomou-gia-to-aporrito-ton-epikoinonion-tin-kyvernoasfaleia-kai-tin-prostasia-ton-prosopikon-dedomenon-ton-politon.html
https://fra.europa.eu/en/publication/2021/fundamental-rights-report-2021

12 | WATCHING THE WATCHDOGS

Pegasus surveillance in Hungary

By Szabolcs Panyi, investigative editor at VSQUARE and investigative journalist at Direkt36 in Hungary

Confirmed Hungarian targets and the use
of Pegasus against them

Two and a half years ago, in July 2021, the international
“Pegasus Project” investigation revealed how journalists,
media company owners, and other critics of Hungarian Prime
Minister Viktor Orban’s populist right-wing government were
targeted with NSO Group’s military-grade Pegasus spywa-
re. Hungarian media representatives were among the nearly
200 journalists worldwide, from Mexico to France to India,
who fell victim to abusive spyware surveillance.

The investigation was based on a leaked list of phone
numbers, which were selected as spyware targets by NSO
Group's clients. Among the 50,000 phone numbers on the
list, more than 350 Hungarian numbers were identified,
over a dozen of which belonged to Hungarian journalists
reporters, media company owners, and their close circles:

- Reporter David Dercsényi, who worked for independent
news site HVG.hu at the time covering mostly daily news,
but occasionally sensitive stories as well, was targeted
through three phone numbers, including one used by his
ex-wife.

- Crime reporter and investigative journalist Brigitta
Csikasz, who was working for non-profit investigative
outlet Atlatszo.hu on multiple corruption-related stories,
including a series on EU fraud.

- Investigative journalists Szabolcs Panyi (the author of
this case study) and Andras Szabd, working for local
“Pegasus Project” partner Direkt36.hu, a non-profit in-
vestigative journalism outlet which helped uncover the
Pegasus surveillance in Hungary. They mostly covered
Russia and Russian financing-related national security
and corruption stories.

- A photojournalist, who asked to remain anonymous, wor-
ked as a fixer for a U.S.-based outlet at the time. NSO
Group doesn't allow its customers to target American
(+1) phone numbers, so targeting an American journa-
list's local fixer could be a way to overcome this hurdle.
The journalist and the fixer were working on the same
Russia-related topic as Direkt36’'s Panyi and Szabé. Mo-
reover, the journalist and Panyi met in person during the
surveillance.

- After the initial revelations, all based on the leaked data-
base, which only contained Hungarian phone numbers
from early 2018 to mid-2019, Daniel Németh, an inves-
tigative photoreporter who regularly uncovers the lavish
lifestyle of Orban’s entourage, was also identified as a
victim of Pegasus surveillance. He was spied on in 2021
while documenting the pro-Orban elite’s vacationing on
luxury yachts for Partizan, a popular independent You-
tube channel.

— Crime reporter-turned-pilot Gyorgy Petd, who helped va-
rious journalists with their investigations into the luxury
private jet trips of Hungarian government politicians and
their friends. He was very likely included in the list for
being a source to journalists.

- Zoltan Varga, owner of Central Media Group, and six of
his friends. Varga owns Hungary's largest independent
news site, 24.hu, whose editorial team is led by former
journalists of Népszabadsdg, which was Hungary's lar-
gest leftwing newspaper before being bought up and
closed down by Orban proxies in 2016. Varga himself
was also a target of numerous blackmail and intimida-
tion attempts by government proxies, trying to force him
to sell his media portfolio.

- Phone numbers of Adam Simicska and Ajtony Csaba
Nagy, son and lawyer, respectively, of media tycoon and
former close Orban-ally Lajos Simicska. At the time, the
Simicska's media had become fiercely critical of Orban’s
government. Simicska outlets such as Hir TV news
channel and Magyar Nemzet daily were later taken over
by Orban proxies too.

— Zoltan Pava, publisher of an anti-Orban, openly pro-op-
position leftwing news site, ezalenyeg.hu, also had his
phone hacked with Pegasus in 2021. His surveillance
was uncovered after the initial investigation.

In the case of reporters Csikdsz, Németh, Panyi, and Szabo,
as well as media company owner Pava, the technical foren-
sic analyses of their iPhones found clear traces of Pegasus
infection. The forensic analyses were carried out by Amnesty
International's Tech Lab as well as Citizen Lab, corrobora-
ting each other’s findings. Further analyses of Zoltadn Varga's
friends’ phones also found traces of attempted hacking in
one case and successful hacking in another case. Similar
in-depth analysis was unable to be carried out in other ca-
ses. This mostly was due either the victims having already
discarded their phones or them owning Android devices,
which are much harder to investigate forensically.
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Later, Direkt36 revealed that Hungarian broker company
Communication Technologies Ltd — a firm linked to the
inner circle of Viktor Orban’s minister of interior — was be-
hind the acquisition of the Pegasus spyware. Citizen Lab also
found technical traces of another Israeli spyware, Candiru.
Company registry data also shows that a third spyware, Pre-
dator, has ties to Hungary through the Intellexa group’s locally
registered company, Cytrox.

Direkt36.hu also reported that a tool by Israeli surveillance
technology developer Picsix has also been used in Hungary
recently, at least for testing purposes — Israeli representa-
tives wiretapped random Hungarian phone conversations
during a demo showcase. These revelations suggest that
the use of Pegasus in Hungary may only be just the tip of
the iceberg.

Aftermath, legal framework, and botched
investigations

Hungary’s government initially denied allegations of using
spyware against its critics, then tried to dodge all related
questions for months. Meanwhile, government-controlled
media started a smear campaign against journalists invol-
ved in the “Pegasus Project’, trying to discredit them as
agents of Hungarian-American billionaire George Soros as
well as U.S. intelligence services, portraying them as threats
to national security.

At the same time, the Hungarian Parliament’s national securi-
ty committee was unable to scrutinize the surveillance scan-
dal as MPs of the governing party boycotted the hearings.
Later, when the committee could finally convene, its minutes
got classified until 2050, preventing opposition MPs from in-
forming the public on what was revealed. Civilian oversight of
national security services in Hungary is non-existent, and this
committee is the only body that has at least limited powers to
question Hungarian intelligence services.

In November 2021, however, a senior lawmaker from Hun-
gary's governing party eventually admitted in public that
the Hungarian government had indeed used the Pegasus
spyware. Fidesz MP Lajos Kosa claimed that the ,Pegasus
software (sic) is a simple piece of software, there are many
similar ones used in national security work by authorized
bodies, | see nothing wrong with that.” Likewise, the Orban
government argued that all surveillance had been complete-
ly lawful and justified. Opposition MPs were told by Interior
Minister Sandor Pintér at a closed-door committee hearing
that anyone can be surveilled, regardless of their occupa-
tion, if they are suspected of being involved in organized
crime, terrorism, or espionage activities.

The “Pegasus Project” investigation in Hungary not only
revealed dozens of cases of actual surveillance of the govern-
ment’s critics, but also highlighted two serious problems with
the Hungarian legal framework. “In most countries, there are
either strict rules about who and when the state can monitor,
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or there is strong, not only political, but also legal control over
how various agencies carry out their work. None of these are
present in Hungary”, said Maté Daniel Szabd, director of pro-
grams at the Hungarian Civil Liberties Union (HCLU).

According to Hungarian law, there are two different procedu-
res for authorities to acquire a permit or warrant for surveil-
lance. The first procedure involves criminal investigations,
typically carried out by the police and other law enforcement,
where permits are issued by a judge. In such cases, surveil-
lance is typically used for collecting evidence for pressing
subsequent charges. However, there is a second procedure
when authorities request a surveillance permit justified on
national security grounds. In such cases, typically handled
by national security and intelligence agencies, permits are
approved by a member of the Hungarian government, the
minister of justice, specifically.

Already in 2016, the European Court of Human Rights
(ECtHR) in Strasbourg ruled that the Hungarian regulation
of surveillance is incompatible with European human rights
standards, and the Hungarian government must obtain judi-
cial permits for all surveillance activities. Despite the ruling,
the Hungarian government as well as the Hungarian Parlia-
ment, where Viktor Orban’s Fidesz party has a supermajority,
has failed to act and reform laws regulating surveillance.
Since Hungary has been using the Pegasus spyware sin-
ce February 2018, this means that underlying surveillance
permits signed by the Ministry of Justice were all issued
contrary to the ECtHR’s ruling.

Hungary's Pegasus surveillance was investigated by two
ostensibly independent bodies, the National Authority for
Data Protection and Freedom of Information (NAIH) and the
prosecutor's office. NAIH, led by Orban government appoin-
tee Attila Péterfalvi, completely exonerated the Hungarian
government in January 2022, stating that all surveillance
was carried out according to the law. Details, however, are
unknown as NAIH’s full report is classified until 2057. At a
press conference, Péterfalvy at least revealed that, in cases
reported in the media — i.e. the surveillance of journalists,
media company owners, lawyers etc — the justification for
surveillance was “risk to national security”.

But while it cleared the government'’s surveillance, NAIH's
investigation did identify one suspected act of wrongdo-
ing: namely the “Pegasus Project”, on the grounds that the
journalists obtained the leaked database of potential Pega-
sus targets. According to NAIH, the leak could have been
the result of an unlawful data processing operation, or even
espionage. NAIH therefore filed a criminal complaint with
the Hungarian police, which investigated the complaint until
March 2023 when they finally closed the case “in the ab-
sence of criminal offenses.”

In spring 2022, NAIH even launched a separate investiga-
tion for alleged “illegal data management” against “Pega-
sus Project” member and Pegasus spyware target Szabolcs
Panyi (the author of this analysis) following a complaint by an
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intelligence officer working for the Special Service for
National Security (SSNS), the agency operating spyware
tools such as Pegasus. The officer complained because his
personal data was obtained by the journalist as Panyi had
reported for Direkt36.hu that he identified the officer’s phone
number in the leaked target list — most probably because the
officer tested the spyware on his own number and device.
After four months of investigation, NAIH closed the case and
found no wrongdoing.

In September 2022, the ECHR's ruling in the case of Huttl
v. Hungary — on the surveillance of a human rights lawyer
by Hungarian authorities — essentially found that there is no
independent external oversight of surveillance operations in
Hungary, and that the NAIH is unable to fulfill this responsi-
bility. Reacting to NAIH's investigation, HCLU also highlighted
that the authority “fails to perform its essential functions and
is unable to take action against unlawful surveillance”, and it
didn’t even investigate if “the whole system of surveillance
infringes fundamental rights.”

Following multiple criminal complaints, including from op-
position politicians, the Hungarian prosecutor's office also
opened an investigation into alleged unlawful surveillance,
which was dropped “in absence of crime” in June 2022. The
prosecutors confirmed that multiple victims of surveillance
reported by the “Pegasus Project” were indeed spied on, but
lawfully, it claimed, also adding that they became targets of
surveillance “not necessarily as criminal suspects”. This is
underscored by the fact that, in every single reported Hun-
garian case involving the surveillance of journalists, no sub-
sequent criminal proceedings were launched against them.

Such use of Pegasus targeting Hungarian journalists is also
not in line with the spyware’s original purpose. According to
Pegasus manufacturer NSO Group's claims, their techno-
logy is only used against the most serious criminals, inclu-
ding terrorists and drug dealers. In Israel, NSO Group Sha-
lev Hulio vowed to launch an investigation during an inter-
view with the Israeli Military Radio in July 2021 after hearing
the case of Pegasus surveillance of journalists in Hungary.
However, it's unknown what came out of this as NSO never
talks about its clients and possible termination of contracts.

Seeing that official investigations have gone nowhere, mul-
tiple Hungarian Pegasus victims, the majority of them jour-
nalists, have launched legal action with HCLU's help both
in Hungary and abroad. Israeli human rights lawyer Eitay
Mack also filed a complaint with the Israeli attorney gene-
ral on behalf of three Hungarian Pegasus victims as the Is-
raeli spyware technology was sold to a foreign government
with a known track record of lax surveillance regulations
and cracking down on media freedom. None of these pro-
ceedings have achieved anything so far, proving that it is
practically impossible for Hungarian victims of surveillance
to obtain justice. Moreover, in Israel, an internal investiga-
tion revealed in June 2023 that the attorney general’s office
delayed processing the Hungarian victims' case.

EU’s role in putting an end to unregulated
surveillance in Hungary

Since the first Pegasus surveillance revelations in Hungary,
the only meaningful investigations were carried out at a
European Union level — for example, by the European Parlia-
ment's PEGA Committee or by the Parliamentary Assembly
of the Council of Europe (COE), both condemning the Hun-
garian government for its abusive surveillance practices.
The PEGA Committee's investigation — with Sophiein t Veld as
rapporteur — concluded that “political control over the use of
surveillance in Hungary is complete and total. The Orban-led
Fidesz regime has made it so that they can target lawyers,
journalists, political opponents and civil society organizati-
ons with ease and without fear of recourse.” Following the
PEGA investigation, the European Parliament (EP), with an
overwhelming majority, adopted a resolution in outlining the
reforms necessary to curb spyware abuse both in Hungary
and other countries.

The COE Assembly’s September 2023 report — with Pieter
Omtzigt as rapporteur — reached similar conclusions as the
EP, making recommendations to the Hungarian government
such as to “conduct effective, independent and prompt in-
vestigations on all confirmed and alleged cases of abuse of
spyware and provide sufficient redress to targeted victims
in cases of unlawful surveillance; refrain from using blanket
secrecy rules to deny oversight mechanisms' and targeted
persons’ access to information on the use of spyware.”

However, none of these independent investigations, their
recommendations, or conclusions are legally binding. Hun-
gary’'s government and its representatives flat-out refused
to cooperate with these inquiries. Then-Minister of Justice
Judit Varga, for example, ignored the PEGA Committee’s
delegation during its visit to Budapest in February 20283.
Neither the EP/PEGA, nor the COE probes resulted in any
positive change in Hungary, and the situation for Hungarian
journalists and civil society is grimmer than ever before.

In December 2023, the Hungarian parliament passed the so-
called “Sovereignty Protection Act”, creating a new authority
which could investigate without court oversight the “foreign
funding” of the opposition, NGOs, and media. Independent
Hungarian media outlets issued a joint statement, warning
that the new law is “capable of severely restricting the free-
dom of the press”. This new legislation, which follows years
of government smear campaigns against NGOs and inde-
pendent media, labeling them as foreign agents and threats
to Hungarian national security, creates a pretext for all future
surveillance against them.
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IPI analysis

Under these circumstances, the EMFA was the only hope to
put an end to current surveillance practices in Hungary. As
this analysis has shown, it has been proven multiple times
that Viktor Orbdn’s government has specifically used natio-
nal security justifications for targeting Hungarian investi-
gative journalists who scrutinize corruption and abuses of
power. Yet despite its good intentions, the EMFA is unlikely
to be robust enough to prevent further abuse of spyware by
the Hungarian government. The EMFA's requirement that
any surveillance operation must receive prior authorisation

PEGASUS SURVEILLANCE IN HUNGARY

by a “judicial authority or an independent and impartial deci-
sion-making authority” may restrict the powers of ministers
to order surveillance, but the Fidesz government has a long
established record of using theoretically independent bodies
that are effectively captured by party loyalists. Concerns
remain about judicial independence, despite some reforms
that have been welcomed by the European Commission. Itis
entirely unclear whether the removal of the explicit national
security exemption from Article 4 will be enough to prevent
Hungary from continuing to use vague references to “natio-
nal security” as a justification for surveillance and withhol-
ding information about it.
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Spyware cases across the EU

Documented cases

While Hungary and Greece present the most problematic
examples of the mass surveillance of journalists in the EU in
recentyears, thereare multiple other examples across Europe
of journalists’ private communications being unjustly moni-
tored using different spyware tools, with damaging effects
on media freedom and privacy. While in Hungary the state
has admitted to carrying out the surveillance, and in Greece
there is credible evidence of coordinated surveillance of
journalists using legal wiretapping and then illegal spyware,
indicating the involvement of intelligence services, in most
other cases in Europe journalists have been surveilled by
foreign authorities.

In 2023 it was revealed that Pegasus spyware had been
used to hack into the telephone of Galina Timchenko, head
of the independent Russian-language news outlet Meduza
while she was in Berlin. According to a report published by
NGO Access Now, Timchenko's iPhone was infected with the
zero-click spyware in February 2023. The attack took place
on February 10, when Timchenko was traveling in Germany,
just two weeks after Russian authorities designated Meduza
as an “undesirable organization”, effectively banning the out-
let's operations in Russia. During the hacking, hackers had
real-time access to her phone'’s screen, to the device's camera
and microphone, and other files, applications and photos.
Based on the timing of the hack, Timchenko has speculated
that the spyware could have been used to surveil a closed
meeting of independent Russian journalists in Berlin, which
took place on February 11, 2023. According to Access Now,
it was the first documented case of Pegasus surveillance
of a Russian journalist. The investigation reported that the
attack could have come from the Russian Federation, one of
its allies, or an EU state. Timchenko is based in Latvia along
with other Meduza staff. Investigations continue but so far
so authority or actor has yet been held accountable.

In France, revelations surfaced in 2021 that multiple jour-
nalists working for French media companies were allegedly
targeted by Moroccan security services using Pegasus
spyware. These reportedly included journalists and media
workers at Le Monde, Agence France-Presse and FRANCE
24. Mediapart revealed that the phones of its founder and
director, Edwy Plenel, was among those targeted in July and

August 2019. A colleague of Plenel, Lenaig Bredoux, was
also targeted using the same technology. Mediapart filed a
legal complaint to French authorities. The revelations came
after the Pegasus Project was published. Morocco denied
the claims and said it “never acquired computer software to
infiltrate communication devices". Like the cases above, no
one has been held accountable.

In 2022, revelations surfaced about the use of Pegasus by
Spanish authorities. In April it was revealed that at least four
Catalan journalists were amongst those to have their smart-
phones targeted or infected with the spyware between 2017
and 2020, after Catalonia’s failed independence bid. Accor-
ding to Citizen Lab, the journalists targeted included Meritxell
Bonet, the spouse of an activist who chaired the Catalan NGO
Omnium. Also targeted were journalist and historian Marcel
Mauri, who later became vice-president of Omnium, as well
as journalist and former Catalonia MP Albano Dante Fachin,
and journalist Marcela Topor, wife of former president of
Catalonia Carles Puigdemont. All those targeted had links to
the Catalonian independence movement or figures within it.
Separately, Spanish journalist Ignacio Cembrero, a corres-
pondent specializing in coverage of the Maghreb, has been
identified as a potential target for surveillance using Pegasus
and has alleged Moroccan authorities were responsible.

According to research by Access Now, Pegasus is known to
have been used in at least 14 countries and 22 state institu-
tions within the European Union. While many of these count-
ries’ use of spyware has not proven to have been directed at
journalists, the widespread use of spyware and the risk of
abuse in countries without sufficient safeguards and weak
rule of law is clearly high. Other EU countries have been
shown meanwhile to have granted export licences for Pe-
gasus. Reports by NSO previously suggested that EU mem-
ber states Cyprus and Bulgaria granted export licenses for
NSO's technology. While numerous revelations have come
to light in recent years, the failure to control the acquisition,
trade and use of such intrusive technology inside the EU
means that the number of member states to have bought
Pegasus or other similar cyber-surveillance technology re-
mains unknown. This opacity poses significant threats to
journalistic sources, privacy and safety, undermines media
freedom and constitutes a clear failure by the EU to close the
gaps in its regulatory framework.
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Conclusion

The surveillance of journalists, including using spyware
technology, poses a fundamental threat to media freedom,
the digital safety of journalists, and source protection within
the European Union. The agreement on the European Media
Freedom Act in December 2023 offers some further protec-
tions against the fast evolving threat to journalists and their
sources. Those involved in pushing the deal over the line and
ensuring the removal of explicit references to national secu-
rity in exemptions deserve credit. Yet the full impact of the
Article 4 provisions — as all other new rules in the EMFA —
remains to be seen and effective implementation will be vi-
tal. Greece and Hungary offer the strongest examples of why
strong enforcement will be needed. However, both countries
have already demonstrated how overly broad and vague
exemptions for national security have already been used to
justify the otherwise unjustifiable surveillance of journalists.

In Greece, rather than those behind the illegal surveillance
of journalists in 2021 and 2022 being identified and prose-
cuted, journalists who revealed the abuse of spyware tools
have been hit with SLAPP lawsuits by powerful figures.
While a new law in Greece prohibits the use of spyware, the
export of such spyware technologies remains legal. In Hun-
gary, meanwhile, no accountability has been achieved, with
authorities instead targeting the journalists who exposed the
surveillance scandal. Concerns persist that the same flim-
sy justifications provided by authorities will continue to be
used in the future, without proper oversight. In both states,

CONCLUSION

governments and, in some cases, captured institutions have
obstructed accountability. In both, domestic legal remedies
have not proven successful in achieving justice.

This complete lack of accountability is a major stain on press
freedom in Europe and has been a central factor to the decline
of media freedom in both states. While the EU’'s Committee of
Inquiry to investigate the use of Pegasus and equivalent sur-
veillance spyware (PEGA) helped shine a light on the abuses
of spyware across the bloc, the majority of its recommenda-
tions have not been implemented. Likewise, while the EU’s
new dual-use mechanism encompassing cyber surveillance
tools represented a positive development, it also offers states
the ability to refuse to provide information to the EU Commis-
sion onthe sale, trade, and use of spyware tools under national
security grounds, offering further protections from scrutiny.

Ultimately, while the EMFA and Article 4 are welcome de-
velopments overall, uncertainty remains over the potential
surveillance of journalists both in Greece and Hungary, and
across the bloc. As spyware tools proliferate and more com-
panies enter a fragmented spyware-for-hire market, con-
cerns over the use of such tools against the press will like-
wise persist. Further developments are needed to continue
the momentum provided by the PEGA Inquiry and support
the provisions developed in Article 4 of the EMFA. In light of
these conclusions, the report outlines a number of recom-
mendations.
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Recommendations

To EU Member State governments To European institutions

- The rules agreed under Article 4 of the EMFA represent - Renew the mandate of the European Parliament’'s PEGA

the minimum standard to protect journalists from sur-
veillance. Member states must adopt strong safeguards
in national legislation to prevent the abuse of spyware.

National authorities must carry out prompt, thorough,
and credible investigations into reports of the use of
spyware against journalists. These investigations must
result in holding those responsible for illegal surveillance
to account.

Provide detailed information to the European Commissi-
on on the use, trade, and export of all types of advanced
cyber surveillance technology in a timely manner, wit-
hout withholding information based on national security
exemptions

Refrain from all use of spyware unless national legisla-
tion is firmly in line with the human rights standards set
by the European Court of Justice and European Court of
Human Rights.

Repeal all export licenses for spyware and other advanced
surveillance technology that is not in line with EU export

control legislation

To the Greek government: Cease all efforts to obstruct
the independent operations of the Hellenic Authority for
Communication Security and Privacy (ADAE); and invite
Europol to join the investigations of the Greek justice
system into the illicit spying on journalists.

To the Hungarian government: End the state of impunity
for the illicit use of spyware against journalists through
an independent investigation that results in accountabili-
ty for those responsible and in changes to relevant laws
and regulations to prevent the abuse of spyware in the
future. Ensure full compliance with European Court of
Human Rights judgements on surveillance and coope-
ration with EU and other international investigation

committee in order to monitor the implementation of the
EMFA’s rules under Article 4 and the implementation of
its 2023 recommendations

Put a spotlight on cases of the surveillance of journalists
within the European Commission’s annual Rule of Law
report and provide detailed recommendations about
required reforms from Member State governments

Enforce strict implementation of the EU’s dual-use regu-
lations regarding the use, trade, and export of all forms of
spyware technology and report on a bi-annual basis on
developments

Bring forward a stand-alone regulation on the use of spy-
ware


https://www.europarl.europa.eu/legislative-train/theme-a-stronger-europe-in-the-world/file-review-of-dual-use-export-controls
https://www.europarl.europa.eu/legislative-train/theme-a-stronger-europe-in-the-world/file-review-of-dual-use-export-controls
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